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Public Key Encryption

Plaintext m is concealed by encrypting it
Let [[m]] denote a ciphertext for m

Encryption Encpk : m 7→ [[m]]

pk: public encryption key
Decryption Decsk : [[m]] 7→ m

sk: secret decryption key
It should be computationally hard to guess any
information on m from [[m]] and pk (w/o sk)
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Homomorphic Encryption (HE)

Can compute a function for plaintexts inside
ciphertexts w/o decryption
Homomorphic evaluation (operation)
Evalek(f ; [[m1]], . . . , [[mk ]]) = [[f (m1, . . . ,mk)]]

ek: public evaluation key
E.g., [[m1]]� [[m2]] = [[m1 + m2]],
[[b1]] ∧ [[b2]] = [[b1 ∧ b2]]
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Fully Homomorphic Encryption (FHE)

HE for arbitrary function
by combining hom. eval. of some
fundamental operations
(e.g., ¬, ⊕, ∧, ...)

Firstly realized by [Gentry, 2009]
Almost all known FHE are lattice-based
Some are based on approximate GCD

except for (doubtful) preprints on others
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Example: [van Dijk et al., 2010]

[[m]] = pα + 2r + m (m ∈ {0, 1})
p: secret prime, α, r : random

Dec([[m]]) = ([[m]] mod p) mod 2 if the
“noise” 2r is sufficiently small
[[m1]]� [[m2]] = [[m1]] + [[m2]]

= p(α1 + α2) + 2(r1 + r2) + m1 + m2

[[m1]]� [[m2]] = [[m1]]× [[m2]]

= p(some complicated term)
+ 2(some complicated term) + m1 × m2
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Example: [van Dijk et al., 2010]

Ciphertext noise grows via Eval
Dec will fail finally

A “bootstrapping” can reset the noise
but generally a heavy operation

All known FHE are noise-based
Open Problem: not noise-based FHE
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Group Function (Univariate Case)

on group G means a sequence of the form

g0xg1xg2 · · · gn−1xgn

(gi ∈ G , x : variable)
Regarded as a function

G → G , h 7→ g0hg1hg2 · · · gn−1hgn

E.g., for F (x) := xgx2g ′, F (h) = hgh2g ′ ∈ G
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An Ongoing Approach to FHE

(1) Encode bit b into an element σb of a group G

(2) For each fundamental bit operation, implement
it as a group function on G

E.g., FAND(σb1, σb2) = σAND(b1,b2), i.e.,
FAND(σ0, σ0) = FAND(σ0, σ1)
= FAND(σ1, σ0) = σ0, FAND(σ1, σ1) = σ1

(3) Construct HE for plaintext space G ; i.e., hom.
eval. of multiplication ·G is possible
 By defining Enc′(bi) := [[σbi ]], e.g.,
Eval′(AND; [[b1]]

′, [[b2]]
′)

:= Eval(FAND; [[σb1]], [[σb2]])
= [[σAND(b1,b2)]] = [[AND(b1, b2)]]

′
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An Ongoing Approach to FHE

Thus constructing FHE is reduced to (2) & (3)
where (3) is the most difficult (unsolved)

[Grigoriev & Ponomarenko, 2004] firstly
mentioned such an approach

where (2) uses [Barrington et al., 1990]
[Ostrovsky & Skeith III, 2008] re-invented

where (2) uses commutators in simple
groups

[N., 2021] formalized a similar approach
Preprint in 2014
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Step (2) in [N., 2021]

Called “approximate-then-adjust” method

E.g., when σ0 := 1 ∈ G and σ1 := σ, OR is
approximated by multiplication σb1σb2

σ0σ0 = 1 = σ0 = σOR(0,0)
σ0σ1 = σ = σ1 = σOR(0,1)
σ1σ0 = σ = σ1 = σOR(1,0)
But σ1σ1 = σ2 6= σ1 = σOR(1,1)

The incorrect result σ2 should be adjusted to σ

while keeping 1 and σ unchanged
by a group function F s.t. F (1) = 1 and
F (σ) = F (σ2) = σ
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Step (2) in [N., 2021]

When σ1 = σ has order 3, the same function F
can adjust the incorrect results of the followings
(taken from [N., arXiv 2022]):

OR: σb1σb2

NAND (NOT AND): σσb1σb2

XOR: σb1
2σb2

EQ (=): σ2σb1σb2

3-NEQ (NOT b1 = b2 = b3): σb1σb2σb3
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Step (2) in [N., 2021]

For the “compression” function F s.t. F (1) = 1
and F (σ) = F (σ2) = σ, the following function
on G = S5 was found by a heuristic approach
where σ := (1 2 3):

F (x) = (1 5)(2 3 4)x(2 3 4)x(3 4)x2(2 3)(4 5)
· x(2 3 4)x(3 4)x2(1 4 2 5)

Question: More systematic approach?
More efficient construction?
(Im)possibility on smaller groups, e.g., S4?
(Step (3) might be easier)
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Remark on Step (3)

HE over a group G will be obtained when
∃ surj. group hom. ϕ : G̃ → G s.t.

preimage of g ∈ G can be efficiently
sampled (encryption),
computation of ϕ (decryption) is efficient
when a secret key sk is given, but is hard
when sk is not given

Candidate over any finite G was given in
[Grigoriev & Ponomarenko, 2004] but broken by
[Choi et al., 2007]

Even if it were not broken, the HE is not
compact (G̃ is an infinite group)
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Summary of [N., arXiv 2022]

Re-formulating existence of such a function by
existence of solutions for certain equations
6 ∃, when G is a finite solvable group (including
Abelian groups and Sn, n ≤ 4)
If ∃ on S5, then ∃ on A5 (∴ no advantage of
considering S5)
Shortest possible expression on A5
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Re-formulation of Problem

Definition 1
A compression function of type (σ; (µi , ρi)

L
i=1), size

`, and exponent (e1, e2, . . . , e`) is a group function
of the form

F (x) = g0x e1g1x e2 · · · g`−1x e`g`

s.t. F (σµi) = ρi (∀i).

Here we only consider “normalized” types w/
(µ1, ρ1) = (0, 1) (i.e., F (1) = 1)
Our target function is normalized of type
(σ; (0, 1), (1, σ), (2, σ)) s.t. ord(σ) = 3

(c) Koji Nuida September 29, 2025 On Compression Functions over Groups 19/39



Re-formulation of Problem

Definition 1
A compression function of type (σ; (µi , ρi)

L
i=1), size

`, and exponent (e1, e2, . . . , e`) is a group function
of the form

F (x) = g0x e1g1x e2 · · · g`−1x e`g`

s.t. F (σµi) = ρi (∀i).

Here we only consider “normalized” types w/
(µ1, ρ1) = (0, 1) (i.e., F (1) = 1)
Our target function is normalized of type
(σ; (0, 1), (1, σ), (2, σ)) s.t. ord(σ) = 3

(c) Koji Nuida September 29, 2025 On Compression Functions over Groups 19/39



Re-formulation of Problem

Lemma 2

∃F of (normalized) type (σ; (µi , ρi)
L
i=1), size `, and

exponent (e1, . . . , e`) over a group G
⇐⇒ the equations

y1
µie1y2

µie2 · · · y`µie` = ρi (i = 2, . . . , L)

have a solution (τ1, . . . , τ`) ∈ G` w/ the conjugacy
condition: ∀i , τi is conjugate to σ in G.

Corollary 3
∃ our target function ⇐⇒ the equations
y1

e1 · · · y`e` = σ and y1
2e1 · · · y`2e` = σ have a

solution w/ the conjugacy condition.
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Re-formulation of Problem

(Proof)

F (σµi) = g0σ
µie1g1 · · · g`−1σ

µie`g`

= (g0σ
µie1g0

−1) · (g0g1σ
µie2(g0g1)

−1)

· · · (g0g1 · · · g`−1σ
µie`(g0g1 · · · g`−1)

−1) · g0g1 · · · g`

= (g0σg0
−1)µie1 · (g0g1σ(g0g1)

−1)µie2

· · · (g0g1 · · · g`−1σ(g0g1 · · · g`−1)
−1)µie` · g0g1 · · · g`

= (g0σg0
−1)µie1 · (g0g1σ(g0g1)

−1)µie2

· · · (g0g1 · · · g`−1σ(g0g1 · · · g`−1)
−1)µie` (∵ F (1) = 1)

Then τj := g0g1 · · · gj−1σ(g0g1 · · · gj−1)
−1.
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Abelian or Size 2 Cases

Lemma 4

If ∃i1 6= i2 s.t. ρi1 = ρi2 6= 1 and µi2 = µi1 + 1 (e.g.,
our target function), then 6 ∃ solution (τ1, . . . , τ`)
s.t. τ1, . . . , τ`−1 commute or τ2, . . . , τ` commute.

Note: Here conj. cond. is not concerned.

(Proof) When τ1, . . . , τ`−1 commute,
(τ1

e1 · · · τ`−1
e`−1)µi1τ`

e`µi1 = ρi1
= ρi2 = (τ1

e1 · · · τ`−1
e`−1)µi2τ`

e`µi2 .

∴ τ1
e1 · · · τ`−1

e`−1 = τ`
−e` (∵ µi2 = µi1 + 1).

∴ (τ1
e1 · · · τ`−1

e`−1)µi1 = τ`
−µi1e`.

∴ ρi1 = 1. Contradiction.
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Note: Here conj. cond. is not concerned.
(Proof) When τ1, . . . , τ`−1 commute,
(τ1

e1 · · · τ`−1
e`−1)µi1τ`

e`µi1 = ρi1
= ρi2 = (τ1

e1 · · · τ`−1
e`−1)µi2τ`

e`µi2 .

∴ τ1
e1 · · · τ`−1

e`−1 = τ`
−e` (∵ µi2 = µi1 + 1).

∴ (τ1
e1 · · · τ`−1

e`−1)µi1 = τ`
−µi1e`.

∴ ρi1 = 1. Contradiction.
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Abelian or Size 2 Cases

Remark: Lemma 4 (and some of the following
results) can be slightly generalized.

Corollary 5

If ∃i1 6= i2 s.t. ρi1 = ρi2 6= 1 and µi2 = µi1 + 1 (e.g.,
our target function), then 6 ∃ F of size ≤ 2.

Corollary 6
If ∃i1 6= i2 s.t. ρi1 = ρi2 6= 1 and µi2 = µi1 + 1 (e.g.,
our target function), then 6 ∃ F over Abelian groups.

(Proof) The commutativity condition in Lemma 4 is
trivially satisfied in these cases.
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Solvable Cases
Lemma 7

If
∃i1 6= i2 s.t. ρi1 = ρi2 = σ and µi2 = µi1 + 1
(e.g., our target function),
∃N C H ≤ G s.t. σ ∈ H \ N and

(C1) any element of G conjugate to σ belongs to
H,

(C2) if ν1, ν2 ∈ H and
ord(ν1) = ord(ν2) = ord(σ), then
ν1ν2 = ν2ν1 where · : H → H/N is the
natural projection,

then 6 ∃ F .
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Solvable Cases

(Proof) σ = ρi1 6= 1.

If ∃ solution (τ1, . . . , τ`), this is also a solution over
H s.t. ord(τj) = ord(σ) by the conjugacy condition
and (C1).
∴ (τ1, . . . , τ`) is a solution over H/N (w/ ρi instead
of ρi), while all τj commute by (C2).
Such a solution is denied by Lemma 4.
Contradiction.
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Solvable Cases

Theorem 8

If ∃i1 6= i2 s.t. ρi1 = ρi2 = σ 6= 1 and µi2 = µi1 + 1
(e.g., our target function), and G is finite and
solvable, then 6 ∃F .

(Proof) Let G = G (0) > G (1) > · · · > G (n) = 1
(G (k) = [G (k−1),G (k−1)]) be the derived series of G .
Note that G (k) C G .
As σ 6= 1, ∃k < n s.t. σ ∈ G (k) \ G (k+1).
Then for Lemma 7 with H := G (k) and N := G (k+1),
(C1) holds as G (k) C G , and (C2) holds as
G (k)/G (k+1) is Abelian, so Lemma 7 works.
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No Advantage to Consider Sn

Lemma 9

If ∃N C G s.t. σ ∈ N and G = NZG(σ) (ZG(σ):
centralizer of σ), and if ∃ solution over G w/ conj.
cond., then ∃ solution over N w/ conj. cond.

(Proof) For solution (τ1, . . . , τ`) over G , write
τi = uiσui

−1. Write ui = hizi , hi ∈ N, zi ∈ ZG(σ).
Then τi = hiziσzi

−1hi
−1 = hiσhi

−1 ∈ N.
∴ (τ1, . . . , τ`) is a solution over N w/ conj.
cond.
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No Advantage to Consider Sn

Corollary 10

Let n ≥ 5 and σ = (1 2 3) ∈ An. If ∃ our target
function over Sn, then ∃ our target function over An.

(Proof) As An C Sn, [Sn : An] = 2, and
(4 5) ∈ ZSn(σ) \ An, we have Sn = AnZSn(σ).
Apply Lemma 9.
By this corollary and Theorem 8, we consider A5
instead of S5 as the underlying group.
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Case of Size 3 over A5

Theorem 11

Let σ = (1 2 3). Then 6 ∃ our target function F of
size 3 over A5.

(Proof) Assume ∃F of exponent (e1, e2, e3),
ei ∈ {1, 2}.
Let (τ1, τ2, τ3) be the corresponding solution for the
equations.
As F (σ) = F (σ2) = σ, we have
τ1

e1τ2
e2τ3

e3 = σ = τ1
2e1τ2

2e2τ3
2e3.

∴ τ2
−e2τ1

e1τ2
e2 = τ3

−e3τ2
−e2.
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Case of Size 3 over A5

ν2τ1
e1ν2

−1 = ν1ν2, ν1 := τ3
−e3, ν2 := τ2

−e2.

∴ ν1ν2 ∼conj τ1
e1 ∼conj σ

e1, ν1 ∼conj σ
−e3,

ν2 ∼conj σ
−e2 are cyclic permutations of length 3.

Write ν1 = (a b1 b2), ν2 = (a c1 c2).
(I) When {b1, b2} ∩ {c1, c2} 6= ∅:
∃H ≤ S5 s.t. ν1, ν2 ∈ H ' S4.
∴ τ1

e1 = ν2
−1ν1ν2

2 ∈ H.
As τ1 ∈ 〈τ1

e1〉, τ2 ∈ 〈ν2〉, τ3 ∈ 〈ν1〉, we have
τ1, τ2, τ3 ∈ H and σ = τ1τ2τ3 ∈ H.
They are in H ' S4 and have order 3, so they are
conjugate to σ in H.
∴ ∃ solution over H ' S4, contradicting Theorem 8.
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They are in H ' S4 and have order 3, so they are
conjugate to σ in H.
∴ ∃ solution over H ' S4, contradicting Theorem 8.
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Case of Size 3 over A5
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Case of Size 3 over A5

ν2τ1
e1ν2

−1 = ν1ν2, ν1 := τ3
−e3, ν2 := τ2

−e2.
Write ν1 = (a b1 b2), ν2 = (a c1 c2).
(II) When {b1, b2} = {c1, c2} 6= ∅:

Now ν1ν2(c2) = b1, ν1ν2(b1) = b2,
ν1ν2(b2) = a 6= c2, so ν1ν2 cannot be a cyclic
permutation of length 3. Contradiction.
By this theorem and Corollary 5, the smallest
possible size of our target function over A5 is 4.
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On the Exponents

Lemma 12

Any two cyclic permutations ρ, ν of length 3 are
conjugate in A5.

(Proof) Take a transposition τ ∈ S5 s.t. ρτ = τρ.
For ν = uρu−1 with u ∈ S5, ν = (uτ)ρ(uτ)−1, and
either u or uτ is in A5 as [S5 : A5] = 2.
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On the Exponents

Corollary 13

Let σ = (1 2 3). If ∃ our target function of size `
and exponent (e1, . . . , e`) over A5 s.t. ei ∈ {1, 2},
then ∃ our target function of size ` and exponent
(1, 1, . . . , 1) over A5.

(Proof) As τi
ei ∼conj τi by Lemma 12,

(τ1
e1, . . . , τ`

e`) is a solution of the equations
corresponding to exponent (1, 1, . . . , 1).
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A Smallest Solution

We search (by SageMath) for a solution of the
equations over A5 corresponding to our target
function of size 4 (cf. Corollary 5 and Theorem 11)
and exponent (1, 1, 1, 1) (cf. Corollary 13), where
σ = (1 2 3):

τ1τ2τ3τ4 = τ1
2τ2

2τ3
2τ4

2 = (1 2 3) .

We found
τ1 := (2 4 5) , τ2 := (1 5 4) ,

τ3 := (3 4 5) , τ4 := (2 5 4) .
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A Smallest Solution

Moreover,

τ1 = (1 2 4 3 5)σ(1 2 4 3 5)−1 ,

τ2 = (1 5 2 4 3)σ(1 5 2 4 3)−1 ,

τ3 = (1 3 5 2 4)σ(1 3 5 2 4)−1 ,

τ4 = (1 2 5 3 4)σ(1 2 5 3 4)−1 .

Then by following the proof of Lemma 2, we obtain

F (x) := (1 2 4 3 5)x(1 3 5)x
· (1 4 3)x(1 5)(2 3)x(1 4 3 5 2) ,

simpler than the previously known F (of size 6 and
exponent (1, 1, 2, 1, 1, 2)).
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Future Work

(Im)possibility of our target function over other
groups
Construction of compact HE over a finite
non-solvable group G (hopefully G = A5)
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